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Chapter X – Security Performance Metrics  
 
Background 
For the past two years, the State of Reliability report has included a chapter for security performance metrics 
based largely on data collected by the Electricity Information Sharing and Analysis Center (E-ISAC). These metrics 
help provide answers to basic questions often asked by industry executives and senior managers such as: 

• How often do physical and cyber security incidents occur? 

• To what extent do these reported incidents cause a loss of customer load? 

• What is the extent of security information-sharing across the industry? 

• Are cybersecurity vulnerabilities increasing? 
 
These security performance metrics are derived from data collected and validated by the E-ISAC during 2015 and 
2016. On a quarterly basis, the E-ISAC collaborates with the BES Security Metrics Working Group (BESSMWG) to 
review the results and ensure the definitions are being correctly applied to the raw data. In some cases, the 
BESSMWG has revised the definitions to clarify the metric or make it more meaningful. The E-ISAC and BESSMWG 
are continuing to consider new security metrics that may be useful to the industry. 
 
Purpose 
For many years now, NERC and the electricity industry have taken actions to address cyber and physical security 
risks to the BPS as a result of potential and real threats, vulnerabilities, and events. These security metrics 
complement other NERC reliability performance metrics by defining lagging and leading indicators for security 
performance as they relate to reliable BPS operation. These metrics help inform senior executives in the electricity 
industry (e.g., NERC’s Board of Trustees, management, the Member Representatives Committee, and the 
Reliability Issues Steering Committee) by providing a global and industry-level view of how security risks are 
evolving, and indicating the extent to which the electricity industry is successfully managing these risks. Due to 
the vast array of different operations technology systems used by individual electricity entities, the BESSMWG has 
not developed cyber security metrics applicable to the day-to-day operation of individual entities. 
 
NERC Alert Process and Security Incidents During 2016  
One of the responsibilities of NERC’s E-ISAC is to provide subject matter expertise to issue security-related threat 
alerts, warnings, advisories, notices, and vulnerability assessments to the industry. While these alerts may provide 
some indication of the relative risks facing the electricity industry, they have so far not occurred frequently enough 
to indicate trends. 
 
During 2016, NERC issued two industry-wide alerts1 and one industry advisory describing large-scale distributed 
denial-of-service attacks, an increasing presence of ransomware, and the cyber-attack that affected a portion of 
Ukraine’s electricity system. The following summarizes the three alerts and advisories issued by NERC: 

• A series of large-scale denial-of-service attacks affected a wide array of consumer Internet-capable 
devices. While these attacks did not impact the reliable operation of the grid, they highlighted the 
potential vulnerability of some equipment such as video cameras that are widely used in the electricity 
industry. 

                                                           
1 Ref. http://www.nerc.com/pa/rrm/bpsa/Pages/Alerts.aspx 

http://www.nerc.com/pa/rrm/bpsa/Pages/Alerts.aspx
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• Ransomware, used to infiltrate networks and deny access to information and systems until the victim 
meets payment demands, continues to pose a threat as demonstrated by attacks against, for example, 
hospitals and municipalities.  NERC’s industry advisory helped raise awareness across the industry 
regarding this threat. 

• In December 2015, a portion of the Ukraine’s electricity distribution system was disrupted by a cyber 
attack. The E-ISAC was involved in the post-event review and NERC issued an alert to inform the industry 
and recommended actions to prevent or mitigate such an attack.  

 
Security Performance Metrics and Results 
This section provides seven security performance metrics. The E-ISAC and BESSMWG have reviewed these results 
and where possible have identified trends, recognizing that these results are based on only two years of data. 
 
Security Metric 1: Reportable Cyber Security Incidents 
Responsible Entities must report cyber security incidents to the E-ISAC as required by the NERC reliability standard 
CIP-008-5 Incident Reporting and Response Planning. This metric reports the total number of Reportable Cyber 
Security Incidents2 that occur over time and identifies how many of these incidents have resulted in a loss of Load. 
It is important to note that any loss of Load will be counted, regardless of direct cause. For example, if Load was 
shed as a result of a loss of situation awareness caused by a cyber incident affecting an entity’s energy 
management system, the incident would be counted even though the cyber incident did not directly cause the 
loss of Load. This metric provides the number of Reportable Cyber Security Incidents and an indication of the 
resilience of the BES to operate reliably and continue to serve Load.  
 
While there were no reportable cyber security incidents during 2015 and 2016 and therefore none that caused a 
loss of Load, this does not necessarily suggest that the risk of a cyber security incident is low as the number of 
cyber security vulnerabilities is continuing to increase (ref. security metric 5).3 
 

 
 

                                                           
2 Ref. NERC Glossary of Terms: “A Cyber Security Incident that has compromised or disrupted one or more reliability tasks of a functional entity.” 
3 ERO Reliability Risk Priorities, RISC Recommendations to the NERC Board of Trustees, November 2016, p. 9 Risk Mapping chart depicts Cyber Security Risk 
as having high potential impact and relative likelihood of BPS-wide occurrence. 

http://www.nerc.com/comm/RISC/Related%20Files%20DL/ERO_Reliability_Risk_Priorities_RISC_Reccommendations_Board_Approved_Nov_2016.pdf
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Security Metric 2: Reportable Physical Security Events 
Responsible Entities must report physical security events to the E-ISAC as required by the NERC EOP-004-2 Event 
Reporting reliability standard.  This metric reports the total number of physical security reportable events4 that 
occur over time and identifies how many of these events have resulted in a loss of Load. It is important to note 
that any loss of Load is counted, regardless of direct cause. For example, if Load was shed as a result of safety 
concerns due to a break-in at a substation, the event is counted even though no equipment was damaged which 
directly caused the loss of Load. The metric provides the number of physical security reportable events and an 
indication of the resilience of the BES to operate reliably and continue to serve Load. 
 
Note that this metric does not include physical security events reported to the E-ISAC that do not meet the 
reporting threshold as defined by the NERC EOP-004-2 standard such as physical threats and damage to substation 
perimeter fencing. Also, this metric does not include physical security events affecting equipment at the 
distribution level (i.e., non-BES equipment). 
 
During 2015 and 2016, one physical security event occurred that caused a loss of Load. This near-zero result does 
not necessarily suggest that the risk of a physical security event causing a loss of Load is low, as the number of 
reportable events has not declined over the past two years. Although this metric does not include physical security 
events affecting equipment at the distribution level (i.e., non-BES equipment), NERC receives information through 
both mandatory and voluntary reporting that indicates that distribution-level events are more frequent than those 
affecting BES equipment. 
 

 
 
  

                                                           
4 Reportable Events are defined in reliability standard EOP-004-2 Event Reporting, Attachment 1. 
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Security Metric 3: E-ISAC Membership 
This metric reports the total number of electricity sector organizations and individuals registered as members of 
the E-ISAC. E-ISAC members include NERC Registered Entities and others in the electricity sector including 
distribution utilities (i.e., membership is not limited to BPS organizations). Given today’s rapidly changing threat 
environment, it is important that entities be able to quickly receive and share security-related information. This 
metric identifies the number of organizations registered, as well as the number of individuals. Increasing E-ISAC 
membership should serve to collectively increase awareness of security threats and vulnerabilities, and enhance 
the sector’s ability to respond quickly and effectively. 
 
During the latter half of 2016, the E-ISAC implemented a password reset policy in an effort to enhance the security 
of its information-sharing portal by requiring members to change their passwords every 90 days and limit access 
to only members who actively use the portal. 
 

 
 
The data indicates the following: 

• As of the end of 2016, all Reliability Coordinators (RCs) and 85% [NTD: Check %] of Balancing Authorities 
(BAs) had an active account with the E-ISAC. As defined by the NERC functional model, Reliability 
Coordinators and Balancing Authorities perform an essential coordinating role in the operation of the BPS 
within their respective areas and with each other. 

• Since 2014, the number of registered organizations has steadily increased. However, additional outreach 
across the industry is needed to further increase awareness and encourage active use of the E-ISAC portal. 

• The number of individual users has increased at a faster rate than the number of registered organizations. 
Organizations are increasing the number of individuals with access to the E-ISAC portal, likely as part of 
efforts to increase their security staffing capabilities and capacity. 

• The E-ISAC’s new portal password reset policy implemented during 2016 has resulted in a significant 
decrease in the number of registered organizations and individuals. Going forward, this metric will more 
accurately reflect the number of members who actively use the portal as a routine part of their job. 
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Security Metric 4: Industry-Sourced Information Sharing 
This metric reports the total number of Incident Bulletins (i.e., Cyber Bulletins and Physical Bulletins) published by 
the E-ISAC based on information voluntarily submitted by E-ISAC member organizations.5 E-ISAC member 
organizations include NERC Registered Entities and others in the electricity sector, including distribution utilities 
(i.e., it is not limited to the BPS). Incident Bulletins describe physical and cyber security incidents and provide 
timely, relevant, and actionable information of broad interest to the electricity sector. Given today’s complex and 
rapidly changing threat environment, it is important that electricity sector entities share their own security-related 
intelligence, as it may help identify emerging trends or provide an early warning to others. This metric provides 
an indication of the extent to which E-ISAC member organizations are willing and able to share information related 
to cyber and physical security incidents they experience. As E-ISAC member organizations increase the extent that 
they share their own information, all member organizations will be able to increase their own awareness and 
ability to respond quickly and effectively. This should enhance the resilience of the BPS to new and evolving threats 
and vulnerabilities. The modest but steady increase in the number of bulletins published by the E-ISAC during 
2016 compared with 2015 suggests that member organizations are sharing security-related information. 
 

 
 
  

                                                           
5 In September 2015, the E-ISAC launched its new portal. Watchlist Entries are now called Cyber Bulletins. The category Physical Bulletins is on the portal to 
share physical security information. Prior to 2015 Q4, physical security reports were shared through the E-ISAC Weekly Report, but not through Watchlist 
Entries. 
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Security Metric 5: Global Cyber Vulnerabilities 
This metric reports the number of global cyber security vulnerabilities considered to be high severity based on 
data published by the National Institute of Standards and Technology (NIST). NIST defines high severity 
vulnerabilities as those with a common vulnerability scoring system6 (CVSS) of seven or higher. The term “global” 
is an important distinction as this metric is not limited to information technology typically used by electricity sector 
entities. The year-over-year increase in global cyber security vulnerabilities (23%) compared with global cyber 
security incidents (38%) indicates that vulnerabilities are increasingly being successfully exploited, and reinforces 
the need for organizations to continue to enhance their cybersecurity capabilities. 
 

 
 
  

                                                           
6 Ref. NIST http://nvd.nist.gov/cvss.cfm 

http://nvd.nist.gov/cvss.cfm
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Security Metric 6: Global Cyber Vulnerabilities and Incidents 
[OPEN – 2016 data to be added before publication] 
This metric compares the number of annual global cyber security vulnerabilities and incidents in order to identify 
a possible correlation between vulnerabilities and incidents. While there are a number of different publicly-
available sources for this information, the BESSMWG has selected the PWC Global State of Information Security 
report because it has consistently reported the number of incidents since at least 2013. This metric is based on 
surveys of chief information technology officers and chief information security officers, and although the survey 
respondents change from year to year, reports of this nature tend to have consistent results and will continue to 
be a valid indicator. 
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Security Metric 7: GridEx Exercise Participation 
This metric compares the number of organizations participating in each of the GridEx security and crisis response 
exercises conducted by NERC every two years. NERC’s large-scale GridEx exercises provide electricity organizations 
with the opportunity to respond to simulated cyber and physical security attacks affecting the reliable operation 
of the North American grid. 
 
Participation rates indicate the extent to which organizations consider the evolving GridEx program to be a 
valuable learning opportunity. Increasing participation may indicate the extent to which the electricity industry as 
a whole is ready to respond to a real cyber or physical attack. The metric distinguishes between “active” and 
“observing” organizations. Active organizations participate by assigning staff to participate in the exercise from 
their work locations at control centers or power plants as if it were a real event. Observing organizations 
participate in a more limited way, typically through an internal tabletop exercise. The metric shows a significant 
increase in total numbers of participating electricity organizations, and an increasing proportion of active 
organizations. 
 

 
 
 
Roadmap for Future Metrics Development 
The BESSMWG and the E-ISAC have developed a roadmap for future metrics development, including refining this 
initial set of metrics based on operational experience. The roadmap acknowledges the challenges associated with 
collecting security-related data: 

• Historically, NERC and the E-ISAC have limited data related to cyber and physical security incidents as 
these incidents have been relatively rare and have had little or no impact on BPS reliability. 

• Nobody yet knows the magnitude or number of constantly changing security threats and vulnerabilities 
with any degree of certainty, particularly as they relate to BPS reliability. 
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• The number and type of cyber systems and equipment used by the industry is vast, making it difficult to 
develop metrics that are meaningful to individual entities across the industry. 

• Data that details security threats, vulnerabilities, and real incidents is highly sensitive. Handled 
inappropriately, this can expose vulnerabilities and encourage adversaries to develop new and more 
sophisticated exploits. 

 
The BESSMWG has researched security metrics developed by leading experts outside the electricity industry and 
examined over 150 of these to assess their applicability from a BPS reliability perspective. Out of these 150 metrics, 
the BESSMWG concluded that only about 30 would be relevant. This assessment underscores the challenges 
associated with developing relevant and useful security metrics that rely on data willingly and ably provided by 
individual entities. The BESSMWG will continue to investigate potential new physical and cyber security metrics. 
 
Two particular areas stand out for further study during 2017. 

• The extent to which the industry uses automated communications methods7 to share cyber security 
information between individual organizations and the E-ISAC. 

• While global cyber security vulnerabilities and incidents provide a very high-level view of threats facing 
the industry, a more relevant metric for the industry would focus on energy management systems (EMS) 
and supervisory control and data acquisition systems (SCADA) commonly used by the electricity industry. 

 
 

                                                           
7 For example, the Cybersecurity Risk Information Sharing Program (CRISP) uses information sharing devices to collect and transmit security 
information from electricity operator participant sites. Data is shared with CRISP participants, and unattributed data is shared with the 
broader E-ISAC membership. For organizations not participating in the CRISP program, TAXII, STIX, and CybOX are community-driven 
technical specifications designed to enable automated information sharing for cybersecurity situational awareness, real-time network 
defense and sophisticated threat analysis. These methodologies are international in scope and free for public use. 
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